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MICROSOFT ONLINE SERVICES
Law Enforcement Hotline: (425) 722 -1299

Where to Serve Legal ProcessCriminal Matters

Windows Liverm, Windows Live ID (Passport),
MSN®, Xbox &ther Online Services:

FAX: (425) 708096

Microsoft Corporation
Attn: Online Services Custodian of Records
One Microsoft Way
Redmond, WA 9805@399

EMERGENCY REQUESTS

Microsoft Online Services will respond to emergency requests outside of normal business hours if the
SYSNBSyOe Ay@2ft@Sa aiKS RIFy3aSN 2 peritedinls US8) LK &
§ 2704b)(8) and(c)(4). Emergencies are limitedgauations like kidnapping, murdehtteats, bomb

threats, terrorismthreats, etc. If you have an emergency request, please call the law enforcement
hotline at(425) 7221299

NONU.S. LAW ENFORCEMENT

Microsoft has established local contacts within yoauwtry or region to handle legal process related
to Microsoft Online Services. If you are not already familiar with your local contact, pleaag the
Global Criminal Compliance team @bbalcc@microsoft.cormand you will be directed to the local
contact handling requests from your country.

All legal proces$or criminal mattersfrom nonU.S. law enforcement, prosecutors and courts must

be directed to Microsoft Corporation, One Microsoft Way, Redmond, WA %20and not to
aAONRPaA2F0Qa 201t &dAdzoAARAIFINE a ff aAONRaz2T
local contact will be able to educate you as to what local process must be followed in order to obtain
online services customer account reds from Microsoft.
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What are Microsoft Online Services?

E-mail Services

Authentication Service: Windows Live ID

Instant Messaging: Windows Live Messenger

Social Networking Services: Windows Live SpaddSN Groups

Custom Domains: Windows Lixdmin Center & Office Livemall Business
Online File StorageOffice Live Workspacg Windows Live SkyDrive
Gaming: Xbokive
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E-mail Services

What are the Various Enail Services Microsoft Provide®

A Severatifferent domains:
A  @hotmail.com
A @msn.com
A @live.com
A Microsoft also provides someantry specific domainsuch asco.uk, .fr, .it, .de, .es, .th, .tk,
.CO.jp
A Currentlyall e-mail servicecustomerdata is stored in the U.S. evérthe account
name contains aountry specific domain.
A Email accounts may be either free or associated with a paid service
A Accounts that start out as paid accounts may later become-@®@- accourts that
start out as free may laterédbassociated with a paid service
A Theefore, therecords available in response to law enforcement requests will vary
depending on the type of-enail service

Below are several examples of the paithail serviceMicrosoft offers:

{ 7 Windows Live Hotmail o

It's here: The award-winning,
next-generation version of
Hotmall.

Designed to keep you safe and
productive, Windows Live
Hotmall is available in free and
premium versions. Which one is
right for you?

Windows Live Hotmail

Learmm

Free

A whopping 2 GB of inbox storage
Enhanced secunty: color-coded
alerts for suspicious e-mail

Windows Live Hotmail Plus

Learr ore | Plan detaiis

$19.95/yr

All the goodness of Windows Live
Hotmail, plus:

o Choose the full version or the
streamlined classic version

e Choose your own colors and layout

e Preview window for all messages

e Drag, drop, and organsze at will

¢ More storage: now 4 GB

* No account expiration®

¢ No graphical ads

¢ Bigger attachments: up to 20 M8

(Switch to the full version to see all
features)
Windows Live Hotmall

Windows Live Hotmail Plus

Price Free!

$19.95/year
Storage 2GB 4GB
File attarhmoant tntal 11 MR N MR
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Mlcrosoﬁ On||ne SerVIceS Home | View all services | Suppor]

IM & Blogaging Search & Learn Internet Access Entertainment Mobile

msn."- Premium

Advanced e-mail, PC-wide protection, and more $9_95 monthly
Two months free!
Plan Detzils
Overview Features FAQ System Requirements
il |7[liick for quick demo |
Help safeguard your system with Virus Guard and : ——
Firewall Guard powered by McAfee® Security. Get iy r e e
powerful parental controls to help keep kids safe S W v s 07 R @ % wd G 3R 90
online. b i o S Sl S S e
Organize k

Stay on top of your to-do list by creating tasks for
yourself or others. Share your calendar to stay in
sync with friends or family.

Create

Design special stationery with fonts, colors and
custom signatures to make your e-mail unigue. i s Prees Eoman PRGN

Share o
- .
Share a single photo or an entire slide show right Ny o g7 <<

inside your e-mail with cool photo sharing and
editing tools.

What Email ServicesRecords areRetained and for How Long?

Email account registration records are retained for the life of the accourternet Protocol 6 & Lconéegtion
history records are retained for 60 days.

How Do | Read&Mail Account Results?

Sample Email Account Registration Records:

Created 2/24/2006 1:08:44 PM

Ii Fpain hatmail

1. criminal-compliance-training il.com
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criminal-compliance-training@hotmail.com

MIC’USO“ ential
@ 2/24/2006 1:08:43 PM
T Fld Valoe
Cover Letter -
ween caminalcomaianie-training Sactmpil com
User Info First Name
History Info Last Name
Foiders State atfornia
Zie 34043
Emal 3
us
ther In
Other Info Tisvaset Amadca/Lor_Anseles
Home Registeced fom 1P 844113
Date Registered 222/ 200K 9:36:00 Am
gp"" feply To Adcress criminal-complance-trainiag § vctmall com
This Azcount Formards o the Follosing Accousts
Accounty Formprding o Thig Accoumt
It Lecale RS

A All registration data is provided by the udeXCEPT for the Registefeam IP Address

A hOOlFaArzylftfte (GKS awS3maybl&KBrRomE ABovntsL In this R R NS &
aAbGdz- A2y GKS dzaSNDRa Lt FRRNXaa ¢la yz2ad OF L
registration process.

A Microsoft retains email account registration records for the lifetbie account.

A For free MSN Hotmail and fré#indowsLive Hotmail accounts, the-enail content is typically

deleted after 60 days of inactivityThen if the user does not reactivate their account, the free
MSN Hotmail and free iWdowsLive Hotmail account will become inactiagter a period of
time.

Sample Emnail Account IP Connection Records:
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