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MICROSOFT ONLINE SERVICES 
Law Enforcement Hotline:  (425) 722 -1299  

 

Where to Serve Legal Process in Criminal Matters 

 

Windows Live TM,, Windows Live ID (Passport),  
MSN®, Xbox & Other Online Services: 

 

FAX: (425) 708-0096 
Microsoft Corporation 

Attn:  Online Services Custodian of Records 
One Microsoft Way 

Redmond, WA  98052-6399 
 

 

EMERGENCY REQUESTS 

Microsoft Online Services will respond to emergency requests outside of normal business hours if the 

ŜƳŜǊƎŜƴŎȅ ƛƴǾƻƭǾŜǎ άǘƘŜ ŘŀƴƎŜǊ ƻŦ ŘŜŀǘƘ ƻǊ ǇƘȅǎƛŎŀƭ ƛƴƧǳǊȅ ǘƻ ŀƴȅ ǇŜǊǎƻƴΧέ ŀǎ permitted in 18 U.S.C. 

§ 2702(b)(8) and (c)(4).  Emergencies are limited to situations like kidnapping, murder threats, bomb 

threats, terrorism threats, etc.  If you have an emergency request, please call the law enforcement 

hotline at (425) 722-1299.  

NON-U.S. LAW ENFORCEMENT 

Microsoft has established local contacts within your country or region to handle legal process related 

to Microsoft Online Services.  If you are not already familiar with your local contact, please e-mail the 

Global Criminal Compliance team at globalcc@microsoft.com, and you will be directed to the local 

contact handling requests from your country.  

All legal process for criminal matters from non-U.S. law enforcement, prosecutors and courts must 

be directed to Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 and not to 

aƛŎǊƻǎƻŦǘΩǎ ƭƻŎŀƭ ǎǳōǎƛŘƛŀǊȅ ŀǎ ŀƭƭ aƛŎǊƻǎƻŦǘ hƴƭƛƴŜ {ŜǊǾƛŎŜǎ ŎǳǎǘƻƳŜǊ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ¦Φ{Φ  ¸ƻǳǊ 

local contact will be able to educate you as to what local process must be followed in order to obtain 

online services customer account records from Microsoft. 

mailto:globalcc@microsoft.com
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What are Microsoft Online Services?  
 

Á E-mail Services 

Á Authentication Service:  Windows Live ID  

Á Instant Messaging:  Windows Live Messenger  

Á Social Networking Services:  Windows Live Spaces & MSN Groups 

Á Custom Domains:  Windows Live Admin Center & Office Live Small Business 

Á Online File Storage:  Office Live Workspace & Windows Live SkyDrive 

Á Gaming:  Xbox Live 
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E-mail Services 
 

What are the Various E-mail Services Microsoft Provides? 

Á Several different domains:   
Á @hotmail.com  
Á @msn.com  
Á @live.com  

Á Microsoft also provides some country specific domains such as .co.uk, .fr, .it, .de, .es, .th, .tk, 
.co.jp  
Á Currently all e-mail service customer data is stored in the U.S. even if the account 

name contains a country specific domain. 
Á E-mail accounts may be either free or associated with a paid service 

Á Accounts that start out as paid accounts may later become free ~OR~ accounts that 
start out as free may later be associated with a paid service. 

Á Therefore, the records available in response to law enforcement requests will vary 
depending on the type of e-mail service. 
 

Below are several examples of the paid e-mail services Microsoft offers:
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What E-mail Services Records are Retained and for How Long? 

E-mail account registration records are retained for the life of the account.  Internet Protocol όάLtέύ connection 

history records are retained for 60 days.    

How Do I Read E-Mail Account Results? 

Sample E-mail Account Registration Records: 
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Á All registration data is provided by the user EXCEPT for the Registered from IP Address. 
Á hŎŎŀǎƛƻƴŀƭƭȅ ǘƘŜ άwŜƎƛǎǘŜǊŜŘ ŦǊƻƳ Lt !ŘŘǊŜǎǎέ ŦƛŜƭŘ may blank for some accounts.  In this 
ǎƛǘǳŀǘƛƻƴ ǘƘŜ ǳǎŜǊΩǎ Lt ŀŘŘǊŜǎǎ ǿŀǎ ƴƻǘ ŎŀǇǘǳǊŜŘ ōȅ aƛŎǊƻǎƻŦǘΩǎ ǎȅǎǘŜƳǎ ŘǳǊƛƴƎ ǘƘŜ 
registration process. 

Á Microsoft retains e-mail account registration records for the life of the account. 
Á For free MSN Hotmail and free Windows Live Hotmail accounts, the e-mail content is typically 

deleted after 60 days of inactivity.  Then if the user does not reactivate their account, the free 

MSN Hotmail and free Windows Live Hotmail account will become inactive after a period of 

time.  

 
Sample E-mail Account IP Connection Records: 

 


